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• Prozorro is an online public procurement 
platform and a collaboration environment 
that ensures open access to PP in Ukraine

1. Overview of the Ukrainian e-procurement system
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* source: bi.prozorro.org
** as per USAID’s research in 2016

➢ It is an integral part of the PP reform that started as a civil society drive for 
transparency and accountability during the Revolution of Dignity in 2014 and 
followed up as one of the key government reforms afterwards

➢ Prozorro is an opensource solution fully developed in Ukraine (code available 
under CC0 v1.0 License) and employs a hybrid architecture of central database 
and auction module plus numerous competing front-end platforms

➢ It includes electronic tender documentation and contracts, payment data, 
appeal and monitoring services, public business intelligence module and is 
integrated with state registries

• Ukraine’s PP reform and Prozorro are widely recognised as a 
hallmark achievement, saving over $6.7bn* of taxpayer’s funds, 
decreasing fraud in PP about twofold** and receiving 
numerous international accolades

https://issuu.com/mineconomdev/docs/msi-etender-d3-survey-report-uk-fin
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• Prozorro covers all procurement stages and no information 
exchange between any parties is allowed in paper format

• All above-the-threshold PP in Ukraine (over $7.7k for goods and 
~$57k for works for central and municipal CAs; $38.5k and 
~192k respectively for utilities and SOEs) and a substantial 
portion of under-the-threshold PP is held in Prozorro per PP law

1. Overview of the Ukrainian e-procurement system
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1. Overview of the Ukrainian e-procurement system
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*    source: bi.prozorro.org, data as of Nov 2021
** calculated as = tender budget – auction results, 

can be spent by the CA during the same year on additional procurement

1.5m completed competitive procedures worth $80bn
31% of them - above-the-threshold

$6.7bn savings** (8.4% of average tender)

54k procurement entities announced at least 1 tender or posted a report

442k total suppliers

2.72 average participants in an above-the-threshold tender

130k auction participants

⅔ of announced tenders - purchases of goods

~50% of all PP budget - construction works

KEY FIGURES SINCE 2015*
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1. Overview of the Ukrainian e-procurement system
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➢ Prozorro distributes different parts of 
the ecosystem between ‘state’, 
‘business’ and ‘civil society’ to:
o increase trust as public trust to 

state services is generally low. In 
PP low trust means limited 
competition and high prices

o improve efficiency to avoid 
doing things that are best done 
by someone else - i.e. business is 
much more efficient in customer 
acquisition and service

• CORE VALUE - golden triangle of cooperation between 
government, business and civil society:

➢ This ensures independence and creates a system of mutual checks and balances. 
This partnership aims to promote positive change while maintaining a high level 
of trust among the principal stakeholders on a sustainable, long-term basis.
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1. Overview of the Ukrainian e-procurement system
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➢ Prozorro employs radical 
transparency - all data after the 
auction is open and downloadable, 
including full offers of all participants

➢ This is done not only for the sake of 
open data, but to increase trust and 
enable whistleblowing by 
competitors or civil monitoring

➢ 6 years of operations prove that 
transparency doesn’t decrease 
tender participation and bidders are 
not afraid to disclose trade secrets

➢ Prozorro handled tenders between 
international investment banks, oil 
and gas drilling providers, major 
pharma etc. with no adversary effect 
from radical transparency

• CORE VALUE - transparency (‘everyone sees everything’):
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1. Overview of the Ukrainian e-procurement system
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* data from bi.prozorro.org and corporate register

• CORE VALUE - increased competition:
➢ Prozorro dramatically 

decreased costs of PP 
participation in 
comparison to paper 
tender process

➢ Currently 98% of 
bidders are small and 
medium enterprises

➢ 10k+ new suppliers 
joined Prozorro 
during Covid 
pandemic 

➢ Almost 40% of 
currents suppliers 
never supplied to the 
state before Prozorro
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1. Overview of the Ukrainian e-procurement system
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• Prozorro implements 15+ different types of procurement 
procedures envisaged by the country’s PP law:
➢ Competitive procedures - open tender and restricted tender
➢ Competitive dialog and non-price criteria that modify price to get the best-

economic-result adjusted price
➢ Pre- or post- qualification - two different types of qualifications depending on 

the size of tender - the winner can be qualified before or after an auction
➢ Non Competitive procedures - used as an exception by the PP law under 

appropriate reasons. The Contracting Authority (CA) chooses a supplier at will 
and signs a contract, a report on a procedure is published in Prozorro 

➢ Life Cycle comparisons (ESCO-procurements) - energy service companies 
compete for the right to invest own funds for maximum cost of utilities savings 
and are compensated from money saved 

➢ Framework agreements with preliminary assessment - CAs can procure goods 
and services for up to 4 years with several winners being determined 

➢ E-catalogs and Central Procurement Bodies (CPBs)
➢ Simplified under-the-threshold procurement procedures
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1. Overview of the Ukrainian e-procurement system
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• Prozorro implements compulsory 
anonymous auctions for all 
competitive types of procedures:
➢ During bid submission suppliers send closed 

price offers and have a possibility to 
decrease it in 3 consecutive (not 
simultaneous!) steps during an auction 

➢ 3 steps auction was picked as a statistical 
compromise to ensure reasonable timing

➢ Auction is totally anonymous, bidders, external observers or system 
administrator can not see who is taking part in an auction until the end

➢ Supplier with the highest initial price will get a chance to reduce his offer first. As 
a result the bidder with the lowest initial price has the highest chance to win as 
he is the last to react to his competitor’s counter-offers

➢ The logic behind is to stimulate bidders to offer their best prices already at the 
initial offer stage. Otherwise the best strategy of a bidder would have been to 
maximise initial price and decrease it during the auction only should competition 
happen to be unexpectedly high
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• ProZorro is recognised as one of the best e-
procurement systems in the world:
➢ recognised as the best reform of 2015 by the National Council for 

Reforms of Ukraine
➢ World Procurement Awards 2016 - Best solution in public sector 

nomination
➢ Open Government Awards 2016 - Best e-procurement system 
➢ C4F Davos Awards 2016 - ‘Technology of the Future’ nomination
➢ C4F Davos Awards 2017 – ‘Trust of the Future’ nomination
➢ Fair Sourcing Awards 2017 - Master nomination
➢ World Procurement Award 2017 - shortlist in ‘Transformation 

award’ and ‘Cross Functional Collaboration Award’ nominations

1. Overview of the Ukrainian e-procurement system
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➢ Global Public Service Teams of the Year 2019, Apolitical – ‘Doing More with Less’ 
nomination

➢ The most transparent procurement system 2020, Transparent Public Procurement Rating
➢ received the showcase status as an exceptional example of public e-procurement from the 

EBRD
➢ Recommended by Procurement think tank as one of the best e-procurement solutions
➢ World Bank's procurement in Ukraine processed through ProZorro since 2017
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• There are 2 major classes of e-PP systems:
➢ Monoplatforms (i.e. Estonia or Georgia) - one website that has both suppliers and CAs 

registered and runs auctions. This is the easiest and potentially most cost-efficient approach but greatly 
increases risks of collusion (all info is in one place) and usually is inconvenient for the largest and 
smallest CAs (as it’s impossible to make a single interface and services that suit everyone)

➢ Multiplatforms (i.e. Spain or USA) - each large CA or groups of CA (by region or by industry) 

have own monoplatforms. In theory this makes it easier for everyone to find a system they like. However 
it’s extremely cumbersome for suppliers to register in dozens of different systems. Besides policymakers 
can never be sure everyone uses the same rules and any policy update roll-outs are very slow

• Prozorro designed a 3rd approach - ‘hybrid system’:
➢ While all transactions take place in the central database (CDB) that ensures 

integrity of data, auctions and single rules, suppliers and CAs can access this CDB 
only through individual platforms that operate as front-end access providers
o There can be any number of such certified commercial platforms, they compete with each other,  

motivating them to provide ever better service and innovate
o Each platform is connected to the CDB, sending its clients’ documents and bids there and 

receiving information about tender notices, auction results and awards
o As each platform ‘knows’ only information about its own clients, data leak is meaningless unless 

ALL PLATFORMS collude together. Data leak from CDB is less risky as it receives encrypted bids 
and has no direct relations with any client

2. Prozorro architecture

12
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2. Prozorro architecture

• Government owned
• Opensource
• Administered by SEO Prozorro 
• Synchronises all data and 

ensures single PP rules 
nationwide

• Tests and connects new 
platforms willing to join

• No contact with clients

• Individual businesses that 
compete between each other, 
may rise and fall

• Currently 13, maximum 
historical number - 24

• 12 private, 1 indirectly state 
owned

• Proprietary software
• Different interfaces but mirror 

CDB data
• Find, educate, service and 

troubleshoot clients (suppliers 
and CAs), advertise tenders

• Know only their clients which 
decreases risks of collusion. 
Any single platform can never 
know all tender participants 
before auction
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2. Prozorro architecture
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• Prozorro IT System today:
➢ 200 TB of data
➢ 300+ cloud servers from 3 different providers, 0 physical servers
➢ ~ 5m of procurement procedures/reports yearly; 

o > 12 000 procedures - daily, 
o 1 procedure every 2 seconds

➢ 0 information security failures in 7 years of operation
➢ official bug bounty contest

• Prozorro uses opensource to ensure trust that its code works as 
required by law and doesn’t contain any backdoors
➢ Prozorro data and source code are available under Creative Commons Zero (CC0) 

v. 1.0 License in OCDS format via OpenProcurement API.
➢ The Open Contracting Data Standard (OCDS) is an international standard 

developed by Open Contracting Partnership, used by 66 PP providers. It enables 
disclosure of data and documents at all stages of the contracting process by 
defining a common data model. It was created to support organisations to 
increase contracting transparency, and allow deeper analysis of contracting data

https://www.open-contracting.org/data-standard
https://www.open-contracting.org/
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2. Prozorro architecture
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Professional risk-indicating system 
provides automatic screening of dozens of 
criteria to identify risky tenders

2. Prozorro architecture
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DASU integrates data from numerous 
sources and manages DASU’s document 
flows

Public business intelligence module -
bi.prozorro.org
This tool connects to the CDB via API, 
visualises data and can be used to monitor 
PP process and to make thorough data 
analysis by untrained users
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• IT System Prozorro is managed by SOE Prozorro that is fully self-
financed by getting a portion of the tender participation fee
➢ 2020 revenues - ~$4.5m
➢ 63 full-time employees

• It is a modern company more akin to an IT startup than to a 
typical state entity
➢ 19 full-time IT-employees that own core competences (CTO, product managers, 

business analysts, DevOps and testers)
➢ ~20 outsourced PHP and Python developers

• Main principles of product implementation:

2. Prozorro architecture

17

Agile

• LESS (Large Enterprise 
Scaled SCRUM)

• Product management

Flat

• 8 managers for 60+ 
people 

• C-2 maximum chain of 
command

Efficient

• Core system knowledge 
is kept by SoE: BA, QA, 
DevOps

• Volatile employees 
staffed by out staff

• Fully digitalised (Slack, 
Jira, Confluence, G-Suite)

Sustainable

• Marker salary

• Knowledge distribution



© Berlin Economics

• There are 3 types of payments in Prozorro, all of them are fixed 
by the CMU Decree #166:

3. Tender participation fees

18

Tender budget Fee by the supplier to the platform per each 
bid

Payment from the platform to SOE Prozorro Payment from SOE Prozorro to the platform 
used by the CA

Below ~$765 ~$0.6 ~$0.2 ~$0.1

Below ~$1.9K ~$4.5 ~$0.9 ~$0.5

Below ~$7.6K ~$13 ~$3 ~$1.5

Below ~$38K ~$19 ~$4.2 ~$2.3

Below ~$153K ~$65 ~$19 ~$11

Above ~$153K ~$130 ~$42 ~$23

➢ Fee from the supplier to the front-end platform it uses 
for each submitted bid (if the tender is cancelled prior 
to the auction, this fee is returned to the bidder)

➢ Part of each such fee is paid by the platform to the 
SOE Prozorro for its backend services

➢ SOE Prozorro pays a portion of its fee to the platform 
that was used by the relevant CA to initiate the tender 
in question after its successful completion

motivates the platform to compete 
for suppliers and increase number of 
bids

motivates the platform to compete 
for CAs and service them well to have 
a completed tender

enables selfsufficiency of the system 
administrator and increases its 
independence from political meddling

https://zakon.rada.gov.ua/laws/show/166-2016-%D0%BF#n9
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• Example of how fees are being paid:

3. Tender participation fees
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SOE 
Prozorro

Platform 1

Platform 2

Platform  3

Contracting 
authority

Supplier 1

Supplier 2 

1. Procurement worth UAH 5m

4. Sends a bid

4. Sends a bid

4. Pays for bidding 
UAH 3400 

4. Pays for bidding 
UAH 3400 

6. Pays UAH 600 for a completed tender 

UAH 600 

UAH 2300

UAH 2300

UAH 1600 
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• Historically Ukraine’s public procurement had a very small share 
of public prepayment as it was heavily regulated by CMU’s 
decree #117 that stipulated a detailed list of 
goods/services/maximum term/share of contract etc.

• The problem of state’s non-payments or overdue payments was 
more important than the problem of contractor’s defaults on 
prepayments issued. In 2011-2013 it was common knowledge 
that a kick-back was often needed to receive a payment due to 
the contractor. As a result many private contractors were not 
willing to participate in public tenders which decreased 
competition and drove prices up.

• Thus the issue of restoring trust and increasing competition was 
one of the most important aspects of the PP reform in 2015

4. Tender guarantees 

20

https://zakon.rada.gov.ua/laws/show/117-2014-%D0%BF#Text
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• MoF reforms led to cancellation of above-mentioned CMU’s 
decree #117 in Dec2019. Current Decree #1070 allows CAs to 
make prepayments at will within Budget Codex limitations:
➢ Up to 3 months for operational expenses
➢ Up to 12 months for capital expenditures
➢ Up to 24 months for international contracts

• In 2020-10m2021 2.74%* of announced tenders stipulated 
some level of prepayment. These tenders amounted to 39% of 
total PP budget as most of them were large construction 
tenders where prepayments are customary as contractors need 
to buy building materials and mobilise equipment.

• Still aside from procurement of works prepayment is uncommon 
in Ukraine’s PP thus making post-payment a key method of 
safeguarding public money against contractor’s default.

4. Tender guarantees

21

* data from bi.prozorro.org

https://zakon.rada.gov.ua/laws/show/1070-2019-%D0%BF#Text
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• However the current law on Public Procurement (articles #2, 25 
and 27) envisages 2 additional types of guarantees:
➢ Tender offer guarantee
➢ Tender execution guarantee

4. Tender guarantees

22

Tender offer guarantee Tender execution guarantee

Up to 0.5% of the tender budget (works) at CA’s discretion
Up to 3.0% of the tender budget (goods) at CA’s discretion

Up to 5.0% of the contract at CA’s discretion

Electronic banking/insurance company guarantee only Electronic banking/insurance company guarantee, deposit, 
personal surety etc.

Format regulated by law, submitted electronically by the 
bidder together with his offer

Format established by the CA

In practice these are used when CA is afraid of ‘tender 
trolling’ - numerous unsubstantiated tender bids from 

unreputable companies to delay the tender 

Very seldom used (dozens of cases within millions of 
tenders) as they substantially limit competition. It should 

be an extremely juicy tender for the bidder not only to 
agree to usual post-payment but to freeze own operating 

capital in the guarantee
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• As a side note, key risks for safeguarding public money are:
➢ Low quality of goods/services rendered that the CA is either not capable to 

check or willing to accept due to negligence or necessity to spend its full budget 
(to avoid future budget cuts). All this is a result of low institutional capacity and 
substandard personnel at the CA and is not remedied by any guarantees alone.

➢ Direct fraud and collusion between buyer and seller with the aim of providing 
fake/low quality/overpriced products. This is dealt with by:
o Automated risk-management system in Prozorro that calculates risk profiles 

of tenders daily and creates cases for DASU to review
o Electronic appeal system that allows competitors file claims to the AMCU if 

they find violations (all data in Prozorro is open and accessible to anyone, 
including all bids after the auction commences)

o Public monitoring and civil society engagement that is motivated to drill local 
tenders, find potential wrongdoings (both formal and political - when the 
tender is legal but the goods procured are absurd - like expensive vehicles 
for officials) and use established mechanisms of filing claims

o Usual law-enforcement work, including using professional business-analytics 
services provided by Prozorro.

4. Tender guarantees

23
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• Ukrainian PP system has a multilayer appeal system as a large 
emphasis is made on enabling bidders to protect their rights, 
monitor and challenge competitor’s offers as well as civil 
monitoring and complaints system.

• Key logic behind this is that tender participants and civil activists 
are the two most motivated stakeholder groups as opposed to 
complacent and sometimes corrupt law enforcement system.

• Such approach works well in developing countries that don’t 
have the luxury of efficient government bureaucracy, well paid 
and competent CA officials and diverse and transparent supply 
market in many segments.

• In contrast developed nations prefer to rely on quality work of 
CA officers with limited amount of bad cases policed by 
reputable law enforcement.

5. Appeal and oversight system in Ukraine’s PP

24
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1. Enquiries before submitting bids:
➢ Each tender has a clarification period - no later than 10 days before the final 

date for bid submission anyone registered as a bidder in Prozorro is able to 
submit an enquiry (i.e. something is unclear, some tender documents are 
missing, requirements are vague or restrictive, tender budget is unrealistic, there 
are alternative methods to provide needed services but they require changes to 
the tender documentation etc.)

➢ All enquiries are filed through electronic system only and are anonymous in 
order not to disclose the identity of potential bidders. All questions and answers 
within enquiries are visible to any external observer without limitations.

➢ In case of the above-the-threshold tender, CA has to answer each enquiry 
within 3 days and the tender technically can’t commence if there are any 
unanswered enquiries (system won’t schedule the auction date). 

➢ CA is also entitled to change tender documentation based on bidder enquiries 
while simultaneously prolonging bid submission date. In this case the new 
version of the tender documentation is published alongside the old one together 
with a list of changes.

5. Appeal and oversight system in Ukraine’s PP
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2.   Formal appeal to the AMCU:
➢ In case prospective bidder and CA can’t find an amicable solution regarding 

tender conditions as described above, bidders challenge their disqualification or 
qualification of a competitor or the tender is cancelled against the law - a formal 
appeal process is available. Only prospective bidders and bidders can file claims

➢ AMCU serves as an appeal body, creating one or several Appeal committees as 
needed that serve as quasi-judicial bodies as well as providing back-office 
support to the whole process

➢ Appeals may be submitted at different stages of the tender process:
o Tender documentation or other wrongdoings before bid submission can be 

challenged within 10 days of the date when the claimant should have 
learned about his rights being violated but in any case no later than 4 days 
till the final bid submission date

o Disqualifications/qualifications can be challenged within 10 days of the 
date when the claimant should have learned about his rights being violated 
but in any case no later than contract signing

o Intent to sign the contract with the auction winner can be challenged 
within 5 days of the intent notice published

5. Appeal and oversight system in Ukraine’s PP
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2.   Formal appeal to the AMCU (continued 1):
➢ All appeals and accompanying documents are submitted in electronic format 

only and are visible to any observer, as well as the final decision of the AMCU
➢ Tender is technically locked during the appeal process and may afterwards be 

altered, restarted from the pause or cancelled per the AMCU decision
➢ An appeal can’t be revoked once it was submitted (this was introduced as a 

reaction to alleged cases of extortion when the claimant asked for a ‘fee’ from 
other tender participants)

➢ AMCU has 3 days to accept the appeal (it can be rejected by formal reasons only 
- i.e. the claim is totally unsubstantiated consisting of blank pages etc.) and 10 
working days after acceptance to review the claim (can be prolonged to 20 
working days at the discretion of AMCU - usually used in case of massive and 
complicated cases or peak tender season - i.e. December)

➢ Appeal hearing can be held in absence of the parties or with them present (if any 
of them expressed such desire), including via teleconference. In the latter case 
the hearing is open to everyone

➢ AMCU appeal decisions have to be implemented within 30 days unless 
challenged in court.

5. Appeal and oversight system in Ukraine’s PP
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2.   Formal appeal to the AMCU (continued 2):
➢ There is a payment for all appeals to the AMCU which is a deterrent for 

unsubstantiated claims. 
➢ Payment is done online through SOE Prozorro and unpaid claims are technically 

not submitted to the AMCU by the IT system
➢ In case the appeal is won payment is returned to the claimant within 2 days, 

otherwise it is paid to the state budget
➢ Appeal fee:

o In case tender documentation is challenged: 0.3% of the tender budget (or 
relevant tender lot if only separate lots are challenged) but no less than 
UAH 2,000 (~$77) and no more than UAH 85,000 (~$3,270)

o In case CA’s actions or inactions are challenged: 0.6% of the tender budget 
(or relevant tender lot if only separate lots are challenged) but no less than 
UAH 3,000 (~$115) and no more UAH 170,000 (~$6,538)

5. Appeal and oversight system in Ukraine’s PP
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5. Appeal and oversight system in Ukraine’s PP

29

2.   Formal appeal to the AMCU (continued 3):
➢ Tender trolling is a popular scapegoat among politicians that often claim that 

some very important/urgent tender failed because of malintented appeals. 
While certainly dishonest cases exist, they form a miniscule share of total 
appeals and even smaller share of total tenders:
o In 2020-10m2021 there were 24.3K appeals submitted (less than 4% 

tenders are ever challenged - but as it is economically more viable to 
challenge the largest tenders these 4% tenders represent 16.6% of total 
value of PP for the period).

o 6.0K companies filed at least 1 claim, the average is 4 claims per claimant
o Top-3 CAs by appeals are State Railways (405 appeals), MoD (204), Gas-

transit system operator (193) - all of which are among the largest CAs in the 
country

o Top-3 claimants have 386, 277 and 179 appeals respectively, of which 77% 
were won. Only 11 companies have over 100 appeals within 2 years

➢ Critical tenders have to be managed by professional CAs and planned 
beforehand, otherwise there is always a chance of failure - and it’s only too easy 
to blame it on ‘bad bidders’
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5. Appeal and oversight system in Ukraine’s PP
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3.   Claims to DASU:
➢ DASU is in charge of tender monitoring based on automatic risk criteria (i.e. too 

many different types of goods in one tender, bidders with an abnormally low 
share of victories but active participation etc.), information from public media or 
applications filed by any person

➢ Monitoring may take up to 15 days and doesn’t stop the tender procedure
➢ Monitoring is done based on the information in Prozorro but DASU has power to 

ask for clarifications via electronic system (all correspondence visible to anyone)
➢ Should any violation of the law be found and not remedied by the CA, DASU 

issues a protocol and files it to the court
➢ Despite high sophistication of automatic risk-management DASU has a miniscule 

amount of successful court cases, mostly due to its extremely low institutional 
capacity. Actually it only proves one of Prozorro’s ideological pillars - developing 
countries can hardly rely on government oversight over millions of complex 
tender procedures
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5. Appeal and oversight system in Ukraine’s PP
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4.   Civil monitoring:
➢ Dozorro is a separate portal for civil monitoring - it allows facebook type 

comments, reviews and dialog under each tender as well as detailed explanation 
of different mechanisms for protect bidder rights

➢ CAs can use the portal to 
communicate with bidders and 
check them using public 
registers and commercial 
intelligence tools, while tender 
participants can check statistical 
behaviour of CAs to estimate 
risks of unfair tender

➢ Dozorro also allows creating 
separate cabinets for 
anticorruption NGOs that 
receive enhanced administrator 
tools to work with public claims 
and track document flow
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5. Appeal and oversight system in Ukraine’s PP
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4.   Civil monitoring (continued 1):
➢ Given Prozorro’s open API, over a dozen monitoring tools were developed by 

NGOs and academic institutions to analyse PP in different ways (i.e. a separate 
tool for parents of school children to monitor procurement per each school, a 
tool to monitor additional agreements that may be misused to alter 
prices/quality of goods to be supplied, a tool to check average drug prices etc.)
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Glossary
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AMCU Antimonopoly Committee of Ukraine

CA Contracting Authority

CDB Central database - government owned ‘backend’ of Prozorro IT System

CMU Cabinet of Ministers of Ukraine

CPB Central procurement body

DASU State Audit Service of Ukraine

MoD Ministry of Defence

MoE Ministry of Economy

MoF Ministry of Finance

NGO Non-governmental organisation

PP Public Procurement

SOE State-owned enterprise
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