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“Open banking is the essential basis

for any future oriented,

connected business model of banks.”

To secure and expand customer relationships, banks must be able

to digitize their offers and provide open interfaces to it.

Executive Summary

3
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What is open banking?
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What is open banking?
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• Open banking describes the opening of bank services and 
infrastructures to third party providers

• It allows for non-banks to provide new innovative products and 
financial services to customers

• It empowers consumers to freely choose their favoured service 
and link it to their accounts (it remains the central element)

• In the EU, open banking is mainly driven by the PSD2 European 
directive, which was transposed into national legislation

https://en.wikipedia.org/wiki/Payment_Services_Directive
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Why open banking?
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• A shift in consumer needs and expectations, as well as 
competition and technology is driving open banking

• Due to rising smartphone penetration and digitization, banks 
turn into financial service platforms - technically implemented 
through a Banking as a Service (BaaS) concept

• Of course, also COVID-19 will accelerate the demand for online 
banking and other financial services



© Berlin Economics

Open banking worldwide adoption
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• Regulations and market standards drives worldwide open 
banking adoption

• The EU, UK and Australia are the pioneers in terms of having the 
most developed standards and matured regulations

• Japan and South America are pursuing

• Asia, Canada and the United States are aspiring, whereas Africa is 
just beginning it’s initiatives to drive the development of open 
banking
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Open banking world map
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Global status of open APIs

9

21%
17%

63%

0%

10%

20%

30%

40%

50%

60%

70%

yes planned no

APIs required by 
regulations

17%
21%

17%

46%

0%

10%

20%

30%

40%

50%

60%

70%

Existing initiatives for 
standardisation

17%
21%

63%

0%

10%

20%

30%

40%

50%

60%

70%

yes planned no

Regulation of third 
party providers

Source: nextdigitalbanking.com



© Berlin Economics 10

From Open Banking to Banking Ecosystems
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Stages
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• For many banks, open banking starts with the minimum 
regulatory requirements to provide account information services 
and payment initiation services

• In further stages, banks can develop into a whole ecosystem, 
fulfilling any customer need

Minimum 
requirements

Banking as a 
Service

Innovation with
Fintech Hubs

Banking 
Ecosystem
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Minimum regulatory requirement
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• In EU / EER, UK, Japan, 
Australia and Hong Kong, 
financial institutions are 
legally obliged to provide 
open banking APIs

• PSD2 requires APIs which 
allow third party providers to 
access account information 
and payment initiation 
services

AISP PISP

Open 
Banking 
Platform

AIS PIS

PSD2 
API
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Banking as a Service
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• Banks to provide their services 
to third parties via APIs

• Third parties act as scalable 
sales channels to increase 
banks customer reach

• “white label banking” is a 
bank’s B2B model and acts as 
a backbone for new financial 
services and products
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Innovations with Fintech Hubs
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• Fast and flexible development 
of new services by Fintechs
allowing banks to participate 
in new customer journeys 

• Strategic use of Fintech 
services allows the bank to be  
perceived as innovative

• Significant faster customer 
onboarding drives product 
acceptance and scalability

Open 
Banking 
Platform

App

XS2A Score Rate Sign

Fintech
Hub
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Banking Ecosystems
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• Fintech services to complete 
bank product portfolio

• Like in an app store, 
customers can pick any 
service they want or need

• Whole new level of service 
driven customer experience

• Banking ecosystems define 
the ultimate and final stage of 
open banking 
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Explaining the PSD2
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What is PSD2?
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• Revision / Replacement of the first Payment Services Directive 
(from 2007)

• passed by the Council of the EU in Nov 2015, effective since 13 
Jan 2018

• Aims at increasing pan-European competition and inclusion of 
non-banks within the payment industry

• Increases consumer protection and harmonizes the rights and 
obligations for payment providers

• Guarantees faster and safer payments and defines refund rights
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PSD2 in detail - two main sections
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➢ “market rules”

• Types of organisations to 
provide payment services

• New institution types: “EMI” 
(electronic money institutions) 
and “PI” (payment institutions)

• Those can be registered 
anywhere in the EU and then 
“passported” to other EU 
states

➢ “business conduct rules”

• Information transparency 
about charges, rates, 
transaction references and 
transaction time

• Rights and obligations in terms 
of authorization and execution 
of transactions, liability, 
refunds and revocation of 
payment orders
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PSD2 in detail - RTS
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• RTS defines the requirements for achieving Strong Customer 
Authentication and secure communication

• RTS covers a number of elements which relate to transactional 
security - like traceability, obligation for access interfaces, 
delivery of credentials etc.

• RTS specifies multiple requirements to ensure this - like masking 
and encrypting security credentials and adequately protecting 
cryptographic materials from unauthorized access

• RTS mandates session IDs, timestamps, transactional logging, 
traceability etc. The flow of communication between PISP, 
customers and other involved parties is covered by RTS
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Compliance & Enforcement
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• There are two ways how compliance with PSD2 is enforced 
through the authorities (ECB & EBA in the EU, Bundesbank & 
BaFin in DE):

• When licensing a new financial institution with the authorities: 
applying for a license requires to prove your institution is fully  
complying with PSD2 for the requested license scope

• For licensed institutions: PSD2 implementation compliance is 
enforced via the supervising authorities as well as the regular 
compliance processes within the bank (reporting & auditing,  
examinations)
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Open Banking and Security
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Make or buy?

22

• In general, when banks want to provide open APIs, they face a 
make or buy decision:

• make: When providing open APIs, it is recommended to go with 
the standards of the most developed markets (UK, EU, AU). 
These are proven in terms of reliability and security and very well 
documented

• buy: There are several TPPs helping banks to provide open APIs 
via middleware - it is recommended to perform a due diligence 
among the TPPs and pick one based on the results

➢ If strictly sticking to standards and best practices, open banking 
is at least as safe as online banking, if not safer!
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Security recommendations for infrastructure
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• Use encryption on the transport 
layer (TLS 1.2 or higher)

• Use eIDAS compliant server & 
client certificates to ensure 
secure mutual authentication

• Use VPN and Trust 
management solutions for data 
exchange via internet

• Use IAM / CIAM and client 
authentication & authorization 
services

Bank IT Infrastructure

Open 
Banking 
PlatformClient 

Data
Assets

LoansAccounts

Open 
Banking 
Platform
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Security recommendations for APIs
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• Best practices in designing 
secure API endpoints must be 
used

• A good starting point is the 
OWASP top ten API 
vulnerabilities list, to get a 
sense about current threats and 
to learn from the mistakes of 
others

• SCA via 2FA (and continuous 
authentication) is a hard 
requirement!
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Security recommendations for mobile Apps
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• When using NFC for contactless 
payments, only use genuine 
SDKs from the OEMs (Apple, 
Google, etc.) or strictly adhere 
to the EMVCo CPA, explicitly the 
CPACE standard

• For card-based online 
purchases and e-commerce, 
implementing the 3DS solution, 
v2.2 or higher is recommended

• Check the OWASP project 
mobile top 10 for best practices
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Links & References
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PSD2 technical standards:

• PSD2 RTS: https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-
money/regulatory-technical-standards-on-strong-customer-authentication-and-secure-
communication-under-psd2

• EBA working group on APIs: https://www.eba.europa.eu/regulation-and-policy/payment-services-
and-electronic-money/eba-working-group-on-apis-under-psd2

• The Berlin Group as the Standardisation Initiative for XS2A: https://www.berlin-group.org/psd2-
access-to-bank-accounts

Additional Security Standards:

• OWASP – Open Web Application Security Project: https://owasp.org/

• ISO – International Organization for Standardization: https://www.iso.org/management-system-
standards-list.html

• BSI – Federal Office for Information Security: 
https://www.bsi.bund.de/EN/Home/home_node.html;jsessionid=CD579E0356A6BDCC52238CAE8
B42CE55.internet082

https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/regulatory-technical-standards-on-strong-customer-authentication-and-secure-communication-under-psd2
https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/eba-working-group-on-apis-under-psd2
https://www.berlin-group.org/psd2-access-to-bank-accounts
https://owasp.org/
https://www.iso.org/management-system-standards-list.html
https://www.bsi.bund.de/EN/Home/home_node.html;jsessionid=CD579E0356A6BDCC52238CAE8B42CE55.internet082
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Glossary
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2FA - Two Factor Authentication
AIS - Account Information Services
AISP - Account Information Service Provider
API - Application Programming Interface
APP - short for application
BaaS - Banking as a Service
BaFin - Bundesanstalt für Finanzdienstleistungsaufsicht (German Financial Supervisory Authority)
CPA - Common Payment Application
CPACE - Common Payment Application Contactless Extension
EBA - European Banking Authority
ECB - European Central Bank
EER - European Economic Area
eIDAS - electronic Identification, Authentication and Trust Services
HSM - Hardware Security Module
IAM/CIAM - Identity & Access Management / Customer Identity & Access Management 
OEM - Original Equipment Manufacturer
OWASP - Open Web Application Security Project
PIS - Payment Initiation Services
PISP - Payment Initiation Service Provider
PSD2 - Payment Service Directive 2
SCA - Strong Customer Authentication
SDK - Software Development Kit
TPP - Third Party Provider
VPN - Virtual Private Network
XS2A - Access To Account
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